INTRODUCTION
Globalization refers mainly to the expansion of trade, investment, and other business interactions among the countries of the world. It also refers to the growing standardization of culture around the world. The process of globalization has been an integral part of the recent economic progress made by India. Globalization has played a major role in export-led growth, leading to the enlargement of the job market in India. One of the major forces of globalization in India has been in the growth of outsourced IT and business process outsourcing (BPO) services. The last few years have seen an increase in the number of skilled professionals in India employed by both local and foreign companies to service customers in the US and Europe in particular. Taking advantage of India's lower cost but educated and English-speaking work force, and utilizing global communications technologies such as voice-over IP (VOIP), email and the internet, international enterprises have been able to lower their cost base by establishing outsourced knowledgeworker operations in India. As a new Indian middle class has developed around the wealth that the IT and BPO industries have brought to the country, a new consumer base has developed. International companies are also expanding their operations in India to service this massive growth opportunity.
LITERATURE SURVEY
In the ensuing decade the use of the World-Wide Web has moved far beyond of its originally anticipated scope and changed from a distributed system for knowledge interchange towards a new application environment [9] . This yields to a dramatic and rapid growth of the Web, more recently triggered by organizations offering Webbased products and services and thus asking for ecommerce applications. A more general definition defines e-commerce as -any form of business transaction in which the parties interact electronically rather than by physical exchanges or direct physical contact‖. The scope of e-commerce reaches from simple Web presence to shared business processes connecting different organizations. E-commerce can be divided into four categories: business to business e-commerce, business to consumer ecommerce, business to administration ecommerce, and consumer to administration ecommerce. From these categories, business to business e-commerce, which covers all transactions between companies, has been well established. Business to administration ecommerce and consumer to administration e-commerce have not yet emerged broadly. The Business to consumer e-commerce expands with benefit from the distribution of Web browsers for universal, cross-platform access and offers opportunities for new products, e. g. the integration of a rapidly increasing number of Web-based services provided by different business units to a single point of access [6] . This often requires that services of different business application systems, e. g. systems for order management, inventory management, or procurement, are combined to a new product, which hides the respective services and application systems from the customer. This may be achieved by introducing integration layers, thus integrating the respective application systems. The importance of electronic information systems is obvious to all participants in the modern economy [2] . When information fails to circulate, whole sectors of the economy are vulnerable. Finance, wholesale and retail trade, transportation, much of manufacturing, and many service industries would slow to a crawl without computers. Vital public services -utilities, national defense, and medicine -are equally dependent. Information security -the safeguarding of computer systems and the integrity, confidentiality, and availability of the data they contain -has long been recognized as a critical national policy issue. Two current trends indicate that its importance is growing. First, the integration of computers into more and more aspects of modern life continues. Second, cyber-attacks, or breaches of information security, appear to be increasing in frequency, and few observers are willing to ignore the possibility that future attacks could have much more severe consequences than what has been observed to date. The core issue, in both public and private sectors, is whether we are devoting enough resources to information security. Part of the answer must come from economic analysis. What are the costs, both historical and potential, of security breaches? How frequently can attacks be expected? Can these factors be quantified precisely, so that business firms and other organizations can determine the optimal amount to spend on information security and measure the effectiveness of that spending?
SECURITY OVERVIEW
In the software industry, security has two different perspectives. In the software development community, it describes the security features of a system. Common security features are ensuring passwords that are at least six characters long and encryption of sensitive data. For software consumers, it is protection against attacks rather than specific features of the system. Security is not a number of features, but a system process. The weakest link in the chain determines the security of the system. In this paper, we focus on possible attack scenarios in an eCommerce system and provide preventive strategies, including security features that we can implement. In a typical e-Commerce experience, a shopper proceeds to a Web site to browse a catalog and make a purchase. This simple activity illustrates the four major players in eCommerce security. One player is the shopper who uses his browser to locate the site. The site is usually operated by a merchant, also a player, whose business is to sell merchandise to make a profit. As the merchant business is selling goods and services, not building software, he usually purchases most of the software to run his site from third-party software vendors. The software vendor is the last of the three legitimate players. The attacker is the player whose goal is to exploit the other three players for illegitimate gains. The attacker can besiege the players and their resources with various damaging or benign schemes that result in system exploitation. Threats and vulnerabilities are classified under confidentiality, integrity, and availability. A threat is a possible attack against a system. It does not necessarily mean that the system is vulnerable to the attack.
THE CRIMINAL INCENTIVE
Attacks against e-Commerce Web sites are so alarming that they follow right after violent crimes in the news. Practically in every month, there is an announcement of an attack on a major Web site where sensitive information is obtained. Why is e-Commerce vulnerable? Is e-Commerce software more insecure compared to other software? Did the number of criminals in the world increase? The developers producing e-Commerce software are pulled from the same pool of developers as those who work on other software. In fact, this relatively new field is an attraction for top talent. Therefore, the quality of software being produced is relatively the same compared to other products. The criminal population did not undergo a sudden explosion, but the incentives of an e-Commerce exploit are a bargain compared to other illegal opportunities. Compared to robbing a bank, the tools necessary to perform an attack on the Internet is fairly cheap. The criminal only needs access to a computer and an Internet connection. On the other hand, a bank robbery may require firearms, a getaway car, and tools to crack a safe, but these may still not be enough. Hence, the low cost of entry to an e-Commerce site attracts the broader criminal population. The payoff of a successful attack is unimaginable. If we were to take a penny from every account at any one of the major banks, it easily amounts to several million dollars. The local bank robber optimistically expects a windfall in the tens of thousands of dollars. Bank branches do not keep a lot of cash on hand. The majority is represented in bits and bytes sitting on a hard disk or zipping through a network. While the local bank robber is restricted to the several branches in his region, his online counterpart can choose from the thousands of banks with an online operation. The online bank robber can rob a bank in another country, taking advantage of non-existent extradition rules between the country where the attack originated, and the country where the attack is destined. An attack on a bank branch requires careful planning and precautions to ensure that the criminal does not leave a trail. He ensures the getaway car is not easily identifiable after the robbery. He cannot leave fingerprints or have his face captured on the surveillance cameras. If he performs his actions on the Internet, he can easily make himself anonymous and the source of the attack untraceable. The local bank robber obtains detailed building maps and city maps of his target. His online counterpart easily and freely finds information on hacking and cracking. He uses different sets of tools and techniques everyday to target an online bank.
An 
TYPES OF ATTACKS
Various types of attacks were identified during business applications and a variety of such methods have been described in the literature in recent years [5, 7, 10, 11] .
Tricking The Shopper
Some of the easiest and most profitable attacks are based on tricking the shopper, also known as social engineering techniques. These attacks involve surveillance of the shopper's behavior, gathering information to use against the shopper. For example, a mother's maiden name is a common challenge question used by numerous sites. If one of these sites is tricked into giving away a password once the challenge question is provided, then not only has this site been compromised, but it is also likely that the shopper used the same logon ID and password on other sites. A common scenario is that the attacker calls the shopper, pretending to be a representative from a site visited, and extracts information. The attacker then calls a customer service representative at the site, posing as the shopper and providing personal information. The attacker then asks for the password to be reset to a specific value. Another common form of social engineering attacks are phishing schemes. Typo pirates play on the names of famous sites to collect authentication and registration information. For example, http://www.ibm.com/shop is registered by the attacker as www.ibn.com/shop. A shopper mistypes and enters the illegitimate site and provides confidential information. Alternatively, the attacker sends emails spoofed to look like they came from legitimate sites. The link inside the email maps to a rogue site that collects the information.
Snooping the Shopper's Computer
Millions of computers are added to the Internet every month. Most users' knowledge of security vulnerabilities of their systems is vague at best. Additionally, software and hardware vendors, in their quest to ensure that their products are easy to install, will ship products with security features disabled. In most cases, enabling security features requires a non-technical user to read manuals written for the technologist. The confused user does not attempt to enable the security features. This creates a treasure trove for attackers. A popular technique for gaining entry into the shopper's system is to use a tool, such as SATAN, to perform port scans on a computer that detect entry points into the machine. Based on the opened ports found, the attacker can use various techniques to gain entry into the user's system. Upon entry, they scan file system for personal information, such as passwords. While software and hardware security solutions available protect the public's systems, they are not silver bullets. A user that purchases firewall software to protect his computer may find there are conflicts with other software on his system. To resolve the conflict, the user disables enough capabilities to render the firewall software useless.
Sniffing the Network
In this scheme, the attacker monitors the data between the shopper's computer and the server. He collects data about the shopper or steals personal information, such as credit card numbers. There are points in the network where this attack is more practical than others. If the attacker sits in the middle of the network, then within the scope of the Internet, this attack becomes impractical. A request from the client to the server computer is broken up into small pieces known as packets as it leaves the client's computer and is reconstructed at the server. The packets of a request are sent through different routes. The attacker cannot access all the packets of a request and cannot decipher what message was sent.
Guessing Passwords
Another common attack is to guess a user's password. This style of attack is manual or automated. Manual attacks are laborious, and only successful if the attacker knows something about the shopper.
Using Denial of Service Attacks
The denial of service attack is one of the best examples of impacting site availability. It involves getting the server to perform a large number of mundane tasks, exceeding the capacity of the server to cope with any other task. For example, if everyone in a large meeting asks us our name all at once, and every time we answer, they ask us again. We have experienced a personal denial of service attack. To ask a computer its name, we use ping. We can use ping to build an effective DoS attack. The smart hacker gets the server to use more computational resources in processing the request than the adversary does in generating the request. In Distributed DoS attack, the hacker infects computers on the Internet via a virus or other means. The infected computer becomes slaves to the hacker. The hacker controls them at a predetermined time to bombard the
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Using Known Server Bugs
The attacker analyzes the site to find what types of software are used on the site. He then proceeds to find what patches were issued for the software. Additionally, he searches on how to exploit a system without the patch. He proceeds to try each of the exploits. The sophisticated attacker finds a weakness in a similar type of software, and tries to use that to exploit the system. This is a simple, but effective attack. With millions of servers online, what is the probability that a system administrator forgot to apply a patch?
Using Server Root Exploits
Root exploits refer to techniques that gain super user access to the server. This is the most coveted type of exploit because the possibilities are limitless. When we attack a shopper or his computer, we can only affect one individual. With a root exploit, we gain control of the merchants and all the shoppers' information on the site. There are two main types of root exploits: buffer overflow attacks and executing scripts against a server. In a buffer overflow attack, the hacker takes advantage of specific type of computer program bug that involves the allocation of storage during program execution. The technique involves tricking the server into execute code written by the attacker. Of the roughly 1.8 million connections containing attacks in the DARPA dataset, 1.7 million of those are from the denial of service attacks, which is to be expected given the nature of such attacks. A visual examination of the ROC curve (line with -star‖ points in figure 2 ) shows three distinct segments: those rules which have an excellent detection rate with barely any false positives resulting the initial spike, followed by a slow climb for the large number of rules that provided some detections with many false positives, and finally our extrapolation from the last rule to (1,1) [12] . 
PROTECTION MECHANISMS AGAINST ATTACKS
Despite the existence of hackers and crackers, eCommerce remains a safe and secure activity. The resources available to large companies involved in eCommerce are enormous. These companies will pursue every legal route to protect their customers. Figure 3 shows a high-level illustration of defenses available against attacks
Fig 3: Attacks and their defenses Source: Microsoft Technet Library
At the end of the day, our system is only as secure as the people who use it. Education is the best way to ensure that our customers take appropriate precautions:
Install personal firewalls for the client machines. Store confidential information in encrypted form. Encrypt the stream using the Secure Socket Layer (SSL) protocol to protect information flowing between the client and the eCommerce Web site. Use appropriate password policies, firewalls, and routine external security audits. Use threat model analysis, strict development policies, and external security audits to protect ISV software running the Web site.
CONCLUSION
Firewalls don't prevent attacks; they simply reduce the likelihood of a break-in. When we deploy a firewall, we'll still get just as many attacks as we always did-we just won't have to worry about them as much. All firewalls provide some capability for logging these attacks for later, manual review. This allows administrators to watch for attacks that are out-of-theordinary. It's also useful for forensics purposes. If an attacker does manage to defeat our firewall, we can refer to the firewall's log and gather information to determine how the attacker carried out the attack.
Intrusion detection is an advanced firewall feature, and many firewalls (such as ICF) lack this feature. Intrusion detection systems (IDSs) can identify attack signatures or patterns, generate alarms to alert the operations staff, and cause the routers to terminate the connection with the hostile sources. These systems can also prevent DoS attacks. A DoS attack occurs when a user sends fragments of TCP requests, masked as legitimate TCP requests, or sends requests from a bad IP source. The server can't handle so many requests and displays a DoS message to legitimate site users. IDSs provide real-time monitoring of network traffic and implement the -prevent, detect, and react‖ approach to security. Although IDSs are necessary to meet security requirements for many businesses and some home users, their use has downsides that we should take into account:
IDSs are processing-intensive and can affect the performance of our site. IDSs are expensive. IDSs can sometimes mistake normal network traffic for a hostile attack and cause unnecessary alarms. These unnecessary alarms can be so frequent that they cause operational staff to ignore genuine alarms. There are a number of third-party tools available for intrusion detection. For example, we can use Cisco's Intrusion Detection System (IDS) or ISS's Real Secure for real-time network traffic monitoring. IDSs are still in the process of being enhanced and developed and as the attack is uncertain, so the IDS is also not fixed and it is being changed according to the change of method of attacks.
